Management is an essential task for the correct behavior of networks. In this field, several aspects should be taken into account. Among them, network topology is one of the most important elements to control. This paper proposes an approach to the topology discovery based on a hybrid methodology. We propose a tool, called HyNeTD (Hybrid Network-Topology Discovery), that effectively combines active and passive measurements to discover network topologies at router level. Architectural choices are presented and discussed and some preliminary experimental results, carried out over a controlled test-bed, are given.
Introduction
Automatic discovery of physical topology plays a crucial role in enhancing the manageability of modern IP networks. Discovering network topologies is an important and inherently difficult task [1] [3] . Network topology knowledge can prove useful in different situations, from "fault isolation", to "performance analysis", from "network planning" to "service positioning", and, finally, from "Traffic Engineering algorithms" to a new general class of "topology-aware distributed algorithms". Many factors contrast with the manual construction of network maps: (i) the number of entities involved in today's network is very large and keeps increasing exponentially; (ii) different parts of the network are managed by different authorities; (iii) network topologies are dynamic. One way to overcome these difficulties is to automate the discovery process by searching more efficient ways to find network maps. Several approaches for topology discovery at Autonomous System (AS) level have been proposed. As for approaches at router level some proposals exist yet, but, to the best of our knowledge, few platforms are available.
In this paper we propose an adaptive and hybrid IP based methodology for network-topology discovery at router level, its implementation in a tool called HyNeTD (Hybrid Network Topology Discovery), and its experimental validation.
The rest of the paper is organized as follows. Section 2 presents background and motivations at the base of our work. In Section 3 the state of the art is This work has been partially supported by the Italian Ministry for Education, University and Research (MIUR) in the framework of the FIRB Project "Middleware for advanced services over large-scale, wired-wireless distributed systems" (WEB-MINDS) and QUASAR PRIN Project. The authors would like to thank Domenico Dichiarante for his valuable support and hints discussed. Section 4 presents HyNeTD design choices. In Section 5 a preliminary experimental analysis of our proposal is presented. Finally, Section 6 ends the paper with conclusions and issues for research.
Background and Motivations
An increasing number of Internet applications attempt to optimize their communications by monitoring network topologies. Hence, the need arises for widely usable, and highly accurate, algorithms and techniques capable to identify network entities using little or no information about them. Many topology discovery methodologies have been proposed in literature. We propose the following classification: Passive Methodologies -relying on the use of Simple Network Management Protocol (SNMP) and Domain Name System (DNS); Active Methodologies -based on the use of tools such 'ping' and 'traceroute'; Routing Based Methodologies -based on the use of routing information; Hybrid Methodologies -efficient combinations of the previous methodologies. Different approaches to the topology discovery may be evaluated on the basis of efficiency (i.e. impose the least possible network overhead), quickness (i.e. take the least possible time), completeness (i.e. discover the entire topology) and accuracy (i.e. not make mistakes). Passive Methodologies are fast and reliable but also not always usable. Active Methodologies are neither reliable nor fast, but they are more widely usable. Routing Based Methodologies strictly depend on the routing protocol but they are fast and reliable. Finally, Hybrid Methodologies give the opportunity to merge the benefits of the previous methodologies. None of the above approaches outperforms the others. For example in [20] it is shown how studies based only on traceroute retrieved information may led to erroneous results. This consideration is pushing research in the topology discovery field towards an adaptive hybrid methodology able to follow the current network infrastructure status and configuration. In this paper we propose such an approach, by appropriately combining an active-based technique with a passive information retrieval methodology.
Related Work
Fremont system [12] uses an extensible set of discovery modules that are based on a variety of different protocols and information sources. To the best of our knowledge it was the first example of a hybrid discovery approach. In [2] Keshav et al. describe several heuristics and algorithms to discover both intra-domain and Internet-backbone topology. The proposed approach combines SNMP, routing information, traceroute, and measurements. Mansfield et al. in [11] define an SNMP based framework for Internet mapping. The main lack of their approach is the use of only passive information sources. In [9] Barford et. al study the marginal utility of adding information sources in performing wide-area measurements in the context of Internet topology discovery. They show that the
